,ﬁ@l WREF%
W)

o EEA BV E T B e & 295 CP-ABE B aliEHI 75 5

IMBE"?, #HEE", kA", Yingjie Yang®, Fernando BACAO?**, xifE'?
(1. THARLEXFZEEEEAFFR, T RN 450046,
2. THARLEKRFIESALFREFRIES LT, T FNM 450000
3. BERARFRFIT AN, TR FR, RE EH4F LE1 9BH;
4, HEMAKFNODVAE &EEHEFIR, HAT ZHA 1070-312)

. FEEMIRNBEECRERIY, LG E XU 4Ry SR TN 24 H OB I X B SR A5 A
Oy B 10 A 27 e 42 11 5 SR AFAE v B T A AT AL B e 17 SR PRIR e ik B 5 1) o A 3K A ] Rt — o
[X BRBE R e A 20 45 G5 USRS JB P RN (ciphertext policy attribute based encryption, CP-ABE) SZE X1
W BRI UT M P T S LU KA (Hyperledger Fabric) AJEJZ M4, T DhAE S AT @S s, FIH
EPRF RS (interplanetary file system, IPFS) fRAF& M, it 5 G862 A T4 I bE ST — X £
PR BBt 297058 B X P SN 4 R SR 1K 25 T O AR IR VP AL, B3P EARLE RS 8 BHIE N R _ERYF
PIRRAE, SIS 4R IR B MU I 4l o 0 BUSESG R PERe M AR B, B4Ry 22 5 I J S A L Re g A 4R
JIT A 5 A SR P I T P 58 Ot DR SR AR 1 22 A U5 IRl 4 AL, R A I R AT L 1R e

KHRIR): WM Vil XYUEE: BREA L W CRES R ML

FESIES: TP393.0

XEkFRERE: A

doi: 10.11959/j.issn.1000-0801.2024227

An access control scheme for IoT based on smart
contracts and CP-ABE

SUN Changxia"?,ZHANG Chuanhu', LIU Bingjie'*, YANG Yingjie’, BACAO Fernando™*, LIU Qian'~
1. College of Information and Management Science, Henan Agricultural University, Zhengzhou 450046, China
2. Henan International Joint Laboratory of Agricultural Big Data and Artificial
Intelligence, Zhengzhou 450000, China
3. Faculty of Computing, Engineering and Media, De Montfort University, Leicester LE1 9BH, UK
4. NOVA Information Management School, New University of Lisbon, Lisbon 1070-312, Portugal

Wi HHEA: 2024-05-10; &M@ BHE: 2024-10-13

BIEEE: X, kuzikurt@163.com

EEWA: WEEFHHEOIE (No.232102211087); IEAENHIMERIFR T/EEIE No.GZS2024006); TR G| FHUTRHIK
eGSR (No.Z20231811005); THRAEAREETIINE (No.232103810020); JWRIARAEARESFWIINH (No.23A520005)
Foundation Items: The Key Scientific and Technological Project of Henan Province Department of China (No.232102211087), Henan
Province Outstanding Foreign Scientists Workstation (No.GZS2024006), Henan Province Central Government Guidance Fund for Local
Science and Technology Development (No.Z20231811005), Henan Province Science and Technology Research and Development Plan
Joint Fund Project (N0.232103810020), Key Research Projects of Higher Education Institutions in Henan Province (No.23A520005)



- 101 -

Abstract: As the number of Internet of things (IoT) devices increases, traditional centralized access control solutions
are inadequate for the current large-scale IoT environment. Existing distributed access control schemes suffer from
high monetary costs and low throughput in processing access requests. To address these issues, a blockchain smart
contract combined with ciphertext policy attribute based encryption (CP-ABE) was proposed to implement access
control for IoT resources. Using Hyperledger Fabric as the underlying network, attribute-based encryption was ap-
plied to functional tokens, and token ciphertexts were stored using the interplanctary file system (IPFS). Through
smart contracts, token retrieval addresses were publicly exposed to achieve 1-to-N authorization. Furthermore, con-
tracts were designed to be deployed on the blockchain for decentralized permission evaluation of token requests,
maintaining the allowed operations for subjects on specific resource objects, realizing more fine-grained attribute-
based access control. Simulation experiments and performance analysis demonstrate that compared to existing solu-

tions, this approach enables data owners to securely authorize access for a large number of requesting subjects in a
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shorter time frame. Stress tests show that the chaincode performs well.

Key words: [oT, access control, blockchain, smart contract, ciphertext-policy attribute-based encryption
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reg.setSecret(password)

ct_attrs<—ECC. Encrypt(PK, attrs)/X} J& P %
ECC ‘&
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return success

else

return err

end
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ID < SHA256(SHA(JSONtoken. subject))// 1
FH SHA-3 WA 75 5542 I key 3047 17 Ak

err <—AC. chaincodePutstate(ID, JSONtoken.
policy)

err <—AC. chaincodePutstate(JSONgken. SUbject,
cid _ipns)

if err !=null then

return Error (err. Text)

return null
else

return null

end
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return Error (err. Text)

end if

abe sk = CPABE.Keygen(MPK, MSK , attrs)

err,token = CPABE .Dec(ct_token, abe_sk)

if err !=null then

return Error (err. Text)

end if

return token

end
3.4 PRI PRIGIE

B BE M O 72 Wi B DU & 3% ok 1) 9% U 3 Sk A
IWT J&, X JWT 34T % d A AR B8 AIE . 4 A
IS HFE A 2] (verification contract, VC) fift #1 4 i
(token) JavaScript Xf R &7~ ¥% (JavaScript object
notation, JSON) Xf 4, %i A\ DO HEH /224 pub-
licKeypo 36 1lF JSON Web 2544 (JWS), ffi {4 i
TR HA R MHIERE, AR REERS
BN BN I, TR R bR I R SR
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return deny

end if
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if (policy == req_policy)

condition = token.getCondition()

if (condition is valid && token is not expired)
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rights = token.getRights()

for (rights : right) do /G 5IE
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return permit

end if

return deny

end if

return deny

end if

end
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4 SIWIHESSH

41 BEUHT

ES e S WE S Rt TRt B T
KMz & EZEH CP-ABE F &Mz 4l
Fabric-CA )22 4R RAIE, I DAAS T A J 8 £ 12
R CA %24 LL J CP-ABE J7 E AT 2 V31T .
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411 CAZEM

Fabric-CA it i 4% i |2 %2 4> (transport layer
security, TLS) /%Z4xE#H:)Z (secure sockets layer,
SSL) PR A& b 5O FH P R 4R, B ORIE L
P22 4, JFEd FA B R AP MR 5 25 di J&) 300 #L R
BEIEFS 2 AR BN 22 4k . B4, Fabric-CAfF:
N Fabric X HLBEI N B 204, KA A B FBURE
L ZEFUER s U ) P H], ds A E H B9
BEAT A A R, A ORERAE I W I HTB ER .
412 CP-ABE&4 1%

BT Mt g 2 R RS R, uE
TR AR LB U (chosen plaintext attack ,
CPA) FiyZ4E,

EX1 WIRAELZ I R, AT B #0
ANRELARZE MR AT, W% T S %4

MERR  E Pk S U g R, B
AR A D) g 87 T o 2 U

(1D RGWIBWHH B Pk #H Bz 41461k
5% Setup, A BAEH PK IR AT R4 1% MK,
Wi ANV RIS 47, R R %
ki #E B

(2) FHHBEMP B Yh#E Ak — RS
N 27 4% 1 S AT KB R T, T, -, Ty
Ptk B IFIR B Ty, Ty, -, T, 0 S JE VEALEH
MUHH A

(3) PRERPT B Wb AW AEKHEE
ME( M ME;, HH#Z Pkt B, #hik# BFEHL
R — N HLHF pefo, 1}, A %87 PK % ME;,
RIS O I R IR TG & A

(4) ZHEW B 2. BhEH A FRERF—
BB L D7 IR AT R A
Tyi1:Tqins - T FEMIFRARE B 15 R IX L& 11 1)
AAH BREE BIFEIFIRIE Ty py, Tyrn, oo T, X B
(1 &8 It AR 45 B i A

(5) FEMBL: ik ARhnt g s,

HrbpTe{o, 1} WRA =4, NI ARIFI%.
(6) 4V X: CP-ABE J7 R1E £ 1 L

Brki N B 22 AT Dl i Bodi 3 A ZERS B B

KA, VI Adva 8 N Advy=

1 _
ﬁ*zﬂ]_ 30 Hrr, Pr[ﬂ*:ﬂ]i%miﬁlﬂi‘%AEﬁﬁ

K B ZR . CP-ABE J7 R AE Mk £ 0] e Wi R
(22 R PEER Adva AR — N ER /NIE, 8
WA /ANT AN AT LS R, DA IR B 7 255
T E e )12 B A BRI .
42 IWHE

T Docker 5 B X HLBE S I6 2%, 2 NH
21 (Orgl. Org2). 4/ Peer 17 i+ 2/~ CA 7T ML
44~ couchDB ¥4 &+ 1/ Orderer 7 £ 4N AC 5%
T sy 44 VCEERD 1 53 A1 3 4™ ipfs_node 7 fif 17
AR, BREEZAMNITR K Golang 1 &, JF1E
fid & 2 GB RAM [{J Ubuntu 18.04 & LHL I 58 4
o N T VPAGTE IPFS i 7t 5 T 24 TV SO IR
() FAS,  Ha) g — A B 3 AN IR 5% 4 19 i 2H F 1Y IPFS
FAE M4 . w44 4d ] Fabric-SDK 5 [X B itk
1728 H., SCU6 I8 T Fabric-SDK-Node i i [X He %
JEGJZ W 28 SE R VT el 45, BRI TR SR IR 55 4%
U7 ) R FRE 5% A AR . B AT e B
(LSAE/TR

L RREEFI W 5 Fzs, € X JSONObject % )&
PEF B, “sub” AMERM B ID, “iss” & X4
AR “iat” FoRZERISTE, “nbf” Al “exp”
fRE e I A AE I, “address” A AT i 1E
IPNS [l %t D fie 2 G A bril, “policy” 94
J# CP-ABE Jill % 5 , “rights” & S 3 9% SR 1E
18 DL RO L AR #4E, FoHp “resource” A
%R UR N R B 10, “right” A RURR $1F
“conditions” PR il B ¥ 15 K 7 SRR LIHR, B
SEAEN, WwEE . k. PR, ARIEA
Hb PR ) R, B A T s SR Gl e U
I 2 1) BN 75 22296 2 1 A 4R
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"sub": "89458",
fisst . ak =",
"iat" : "1696900384",
"nbf": "1696903984",
"exp": "1696904984",
"address": "k2k4r8p8mwO07c7pixw59p20915p9ignf86tnbidk4gjqByus Speukeue”,
"policy": "Bt% : {58 AND (¥l : RZ OR T W : RE)",
"rights":[{
"resource": "89458/sensors/temp1",
"right": "GET"},
{
“resource": "89458/sensors/lamp1",
"right": "POST",
“conditions":
{"type":"Timespan",
"value":{"startTime":1703211266,
"endTime":1703211266}}
b
{
"resource”: "89458/sensors/hum1”,
"right": "GET"}]

K5 LR

AR ARAE
Se58 BTt R A TR CP-ABE (1) B s 2 T J& 1

423 MIRISIEL1R4E
DU T KIE )

3K 2 DO BT e L5 4%
VEUE . BUR AN L) R SR, BLPR VA 3R [0] 45

(194 S N %% (fast attribute-based message encryp-
tion, FAME) 2, fi Fl Golang i 47 % /¥ ¥ it .
N T A BT AIE A R B RS, TR
5wk [14] % B AH [F) 56 B “Division: IS AND
Role: Student” $KAT W0 7€ AR AL, K AT 4
JEAN B 6 FT 7 o
422 AR

DU V5 i Be & BRI BE & 20 ACEIL 1%
# 1D BRI B _EORA7 IR 4 i IPNS btk fiff 5 Ja
RIS, a7 BTR .

SR NP I 5% F DU JIT i >R 15 4% B R 10
RESTful APL, J ) #AL 5 10 5k 9 1Y) 56 23 4 3 ik
RESTful APT3RH ) BE J5 245 1% [51 45 DU, P44 1)
BERL AT H B B 8 R

AR E 9 frow, 28 QTR ALK
Ja X e BE K JZ W 4% % RESTful API Wi )3 {"re-
source": "89458/sensors/hum1", "right": "GET"} iz [A]
PR X I 55, Bk I 1 5 A £ 1% RESTHul AP 3K
EW A s J 8 sz 08 9% [/l DU

zhangchuanhu@zhangchuanhu-virtual-machine:~/go/src/github. com/hyperledger/fabric-samples/fabcar/javascript node invoke.js

Wallet path: /home/zhangchuanhu/go/src/github.com/hyperledger/fabric-samples/fabcar/javascript/wallet

Transaction has been submitted. Response: eyJhbGei0iJFUzTINiTsInR5cCI6IkpXVCI9.eyIhZGRyZXNzIjoiUWLYTVBuV10leDezUDATTKNQeEFTVkwyU202NEpFaGIZ0DVZMANYZEF2Y1IZYSTS IV
AcCI6MTwNDAYMzUBNywiaWFOIjoiMTcwNDAXN] QuNyIs ImlzcyI6IkFsaWN1IiwibmmIjoxhNzAOMDE2MzQ3LCIwb2xpY3ki0iJJUyBBTkQgU3R1ZGVudCIsInIpZ2hBeyI6IE7XCIyZXNvdX]jZViwi0lwi0ODKON
Tgvc2Vuc2%ycydodwdxXCIsXClyabldodFui0lwiROVUXCI9LHEcIn1c29 LemNUXCI6XCI40TQL0C92ZW5zb3)zL2xhbTFeTixe InJpZ2hOXCI6XCIQTINUXCIOXSIS InN1YII6I§goNDU4 In0 . b7LwS5X roAEBCdD
EOnkeAnbkj GwgIDTioHaKYGmJsbzRmdRKE - §- 21P§55HChX5d65CEK tuEb03BMCRusPFRCA

zhangchuanhu@zhangchuanhu-virtual-machine:~/sZ T /CP-ABES ./cpabe_encrypt -token eyJhbGciOiJFUzI1NiIsInRS5cCIBIkpXVCIS.eyIhZGRyZXNzIjoiUW1YTVBuV1oleDczUDATTKNQeEFTV
kwyU202NEpFaG9Z0DVZMNhYZEF2Y1J2YSIs ImV4cCI6MTcwNDAYMZUONywiaWFOI joiMTcwNDAXN jQwNyIsImlzcyI6IkFsaWN1IiwibmImIjoxNzA@MDE2MzQ3LCIwb2xpY3ki01iJJUyBBTKQQU3R1ZGVudCIsInd
pZ2hBcyI6ITt7XCIyZXNvdX1jZVwi0lwiODkONTgvc2Vuc29ycy3odWOxXCIs XClyaWdodFwi0lwiROVUXCIOLHtc InJ1c291cmN1XCI6XCI40TQ10CIzZW5zb3]zL2xhbTFcIixc InJpZ2hOXCIBXCIQTINUXCIOX
STsInN1YiI6Tjg5NDU4In®.b7Lw55XroAEBCA6EONkeAnbk]GwqIDTioHaKYGmIsbzRmdRkO -9 -2z1Pj55HCh X5dG5CEK tuEb030MCRwsPFRCA -policy ./policy.txt -ct_token ./ct_token.txt
eyJhbGci0iJFUzTINiTs InR5cCI6IKpXVCIY. eyJhZGRyZXNZzTjoiUWIYTVBUVio1leDczUDATTKNQeEFIVkwyU202NEpFaG9Z0DVZMNhYZEF2Y1I2YSTs ImV4c CI6MTcwNDAYMzUBNywiaWFOTjoiMTcwNDAxNjQwN
yIsImlzcyI6IkFsaWN1IiwibmImI joxNzABMDE2MzQ3LCIwb2xpY3ki0i]IUyBBTkQgU3R1ZGVudCIs InIpZ2h@cyI6I1t7XCIyZXNvdX1jZVwi0lwiODkONTgvc2Vuc29ycy%odWdxXCIsXCIyaWdodFwi0lwiROV
UXCJI9LHtcINI1c291emNIXCIEXCI40TQL0C92ZW52b3zL2xhbTFeIixcInIpZ2h@XCI6XCIQTINUXCIOXSISINNIYiI6Ijg5NDU4IN®. b7Lw55XroAEBCA6EONkeAnbk])GwgIDTioHaKYGmIsbzRmdRKO -9-21Pj5
5HChX5dG5CEK tuEb038MCRwsPFRCA

=l
[nFEFERK: ./ct_token.txt
Method execution time: 9.231846ms

zhangchuanhu@zhangchuanhu-virtual-machine:~/S£E /CP-ABE$ ipfs add ct_token.txt
added QmYHhSMeoKImFCrtz7hBZyDSXGXTPNgx2giNpc7gbWHvYM ct_token.txt

7.03 KiB / 7.03 KiB [
zhangchuanhu@zhangchuanhu-virtual-machine:~/s2 & /CP-ABE$ ipfs key gen
k2k4 r8p8mwO7c7pixw59p2091i5p9ignf86tnbidk4gjq8yusSpeukeue
zhangehuanhu@zhangchuanhu-virtual-machine:~/ £ E/CP-ABE$ time ipfs name publish -key=i0t89458 QmYHhSMeoKImFCrtz7hBZyDSXGXTPNgx2giNpc7g6WHvYM
[Published to k2k4r8pBmwB7c7pixw59p209i5p9ignf86tnbidkdgjaByusSpeukeue: /ipfs/QmYHhSMeoKImFCriz7hBZyDSXGXTPNgx2giNpc7gbWHvYM |

1 100.00%
--type=rsa --size=2048 iot89458

zhangchuanhu@zhangchuanhu-virtual-machine:~/go/src/github.com/hyperledger/fabric-samples/fabcar/javascript$ time nede invoke.js AddToken
Wallet path: /home/zhangchuanhu/go/src/glthub com/hyperledgerlfabrlc samples/fabcar/javascript/wallet
Transaction has been submitted. Response: EE f

Ko RATAH
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zhangchuanhu@zhangchuanhu-virtual -machine:~/go/src/qithub.com/hyperledger/fabric-samples/fabcar/javascript$ time node query.js GetCid 89458
Wallet path: /home/zhangchuanhu/go/src/github.com/hyperledger/fabric-samples/fabcar/javascript/uallet

[Transaction has been evaluated, result is: kZkdr8pBmwd7cTpixwa%p20915p9ignfB6tnbidkdgjg8yusipeukeus

zhangchuanhu@zhangchuanhu-virtual-machine:~/ 3£ /CP-ABES ipfs get /ipns/k2kér8pBmud7c7pixw59p20915p9ignfabitnbidkdg]aByusspeukeue

Saving file(s) to k2kd4r8p8mwd7c7pixwdp2o9iop9ignfabtnbidkdgjq8yusspeukeue

7.03 KiB / 7.03 KiB [

] 100.00% 0s

zhangchuanhu@zhangchuanhu-virtual-machine:~/S£% /CP-ABES [cp k2k4r8p8my67c7pixwdIp20915p9ignfbtnbidkdqigByusopeukeue ct token.txt

zhangchuanhu@zhangchuanhu-virtual-machine:~/go/src/github. com/hyperledger/fabric-samples/fabcar/javascript$ time node query.js GetAttrs
Wallet path: /home/zhangchuanhu/go/src/github.com/hyperledger/fabric-samples/fabcar/javascript/wallet

[Transaction has been evaluated, result is: eyJkaXZpc2lvbiI6IKLTIiwicm9sZSIATINOdWR1bnQif0==

zhangchuanhu@zhangchuanhu-virtual-machine:~/ S /(P-ABES ./cpabe_keygen -attrs eylkaKZpc2Lvbil6IKUTIiwicn9sZSI6IINOANRTbNifl== -seckey ./SecKey.pem

R e
Method execution time: 5.852261ms

zhangchuanhu@zhangchuanhu-virtual-machine:~/ 2 /CP-ABES ./cpabe decrypt -ct token ./ct token.txt -seckey ./SecKey.pem

RmaRkd-9-21Pj55HChX5d65CEKtuED030MCRwsPFRCA

RIFE4SRE: eyhbGei0iIFUzTINITSInR5CCIAIkpXVCIY. eyIhZGRyZXNzT]oiUNIYTVBUV0leDez UDATTKNQ2EFTVkuwyU202NEpFaGIZ0DVZMnhYZEF2Y112YSTs IV CIOMT cwlDAYMZUBNywialF8 I o
IMTewNDAXNjQuNyIsImlzcyI6IkFsabNTIiwibmImIjoxNzAGMDE2MzQ3LC Iwb2xpY3ki01]IUyBBTKQQU3R1ZGVudCIsInIpZ2h8cyI6I1t7XCIyZXNvdXTjZVwillwi0ODKONTgve2Vuc29ycy9odWdxXCIsXCIya
WdodFwi0TwiREVUXCI9LHtc InJ1c291cmNIXCIGXCI40TO10C22W5203 ]2 L 2xhbTFe I1xc IndpZ2h@XCIBXCIOTINUXCIGXSIs InN1YAI6TgSNDU4Ing. b7LwS5XroAEBCd6EOnkeAnbk j GngIDTi0HaKYGmIshz

K7 3R

zhangchuanhu@zhangchuanhu-virtual-nachine:~/qo/src/github. com/hyperledger/fabric-samples/fabcar/javascript$ node invoke.js Evaluate
Wallet path: /home/zhangchuanhu/go/src/github. com/hyperledger/fabric-samples/fabcar/javascript/wallet

Transaction has been submitted. |Response: {"resource":"89458/59ﬂ50r5/hum1","right":“GET"}|

BB 7E B R T Txid: 254d522862915bb359eal6e33a3c2b46c3fef3d15a5a7609959 108642 168a90
REERFid:

0fbad74c6f7b8c02c2ce95dactaled177056c849b01ace08381alal224768%bb

B4 BT HR S Txid: 2120bed79¢9645bcedh765698625050¢ 34e37298af5debded37d769198 Ffaall
ELEWIEET!

Token is valid

Claims: map[address:QmXMPnVZ5x73P7SNCPXAHVL2Sm64JEh0Y85Y2xXdAvbRva exp:1.704023547e+09 iat:1704016407 iss:Alice nbf:1.704016347e+09 policy:IS AND Student rights:[
{"resource":"89458/sensors/huml", "right":"GET"}, {"resource":"89458/sensors/laml", "right": "P0ST"}] sub:89458]

IS AND Student

IS AND Student

req policySpolicyBiEiEid!
AT LLR LR IF (AT Al 2.941418ms

8 BERLIAAT H &

{"ResultOb]":{"Unit":"%rh","ApiTag": "huml","Groups":1, "Protocol":1, "Name" : "/ "

,"CreateDate":"2024-01-22 14:25:11","TransType":0

"Coordinate":null, "Value":56,"RecordTime":"2024-10-12 17:29:38"},"Status":0, "StatusCode":@, "Msg" :null, "Error0bj" :null}

|-~ #emms. se%rn

K9
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